Modernize the Network:
Device Identity Networks Meet Enterprise Needs

Introduction –
Meeting Stakeholders’ Needs
The enterprise network is being modernized because users expect consistent availability
of services regardless of the device they are using and the network they are on. They balk
when their laptops or tablets supply email or voice services different from the services on
their smart phones, where their email or voice “just works.” They no longer want to use
tablets if they are barred from the services available through their enterprise networks.
This transition to a unified access and security system is already underway, but in order
to be used to its full potential, it needs a network architecture optimized for both users
and enterprises: Users need consistent, hassle-free and password-free service on all their
devices regardless of how those devices are connected to the network; the enterprise
needs security and manageability; the network owner needs to minimize costs.
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Security,
Usability,
Affordability

These goals of security, availability and low cost may seem to conflict. Traditionally, the
saying went, “Security, Usability, Affordability – Pick Any Two.” But a modern network
can be constructed to simultaneously and seamlessly serve the goals of users, enterprise
management, and network owners. Built on principles as simple and fundamental as cable
TV, the new modern architecture can scale to support both the largest networks in the
world and the most intimate machine-to-machine near-field communications, from Global
Positioning Service satellites to Google wallets.

The Big Picture –
The Essence of Mobility is Device Identity
Driving this process of network modernization is the fundamental transition to a “mobile
architecture.” Mobile can be complicated – it’s not the size or weight of the device1,
nor is it the operating system that makes it a “mobile device” – it’s the device’s usability,
functionality and connectivity that make it mobile.
Users expect services that are the same regardless of how the device is connected. Email
should arrive the same way on 3G, 4G, Wi-Fi, LAN, satellite, directly connected or remoted
though another device.
Previously based on how the device is physically connected, plus User ID and password,
network membership should be increasingly reliant on the device’s own tamper-resistant ID
and the automated PIN of the current user of the device. This transformation to a device IDbased network is what defines mobile. Many familiar service delivery networks already use the
new system and show that it works: Cable, satellite TV, Xbox, iPad and cellular are all devicebased. Enterprise IT is the only holdout, still based on specific user and network connections.
The mobile model needs to be extended to the entire enterprise: desktop, laptop, tablet,
phone, etc. To do this, it is crucial to pay attention to the lessons of the past. You can’t
build a cellular network without a SIM (subscriber ID) module. The hardware security of
the SIM protects the integrity of the network. Today, standards-based security from the

1 “Device’ is the generic and common term we are using in this paper for any computer or other appliance that can
serve the needs of a user in accessing cyberspace. The broader, industry standard term is ‘endpoint’, as defined by
the Internet Engineering Task Force (IETF) and the Trusted Computing Group (TGC), and adopted by the National
Institute of Standards and Technology (NIST). In most contexts, Wave uses and fully supports this standard.
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Trusted Computing Group (TCG) provides a similar foundation for all end user devices.
With only “known devices” connected to the network, the system gains trust and security.
With far simpler and more manageable access, it affords substantial reduction in costs.
From the TCG’s standard root-of-trust foundation, enterprises can launch many parallel
efforts–from supply chain integrity to dynamic content protection and labeling.

User

Security needs to be both fully integrated from the foundation up and fully automated and
hidden from the user. The best security is the security that the user never sees, because it
just works.
However, not all devices are created equal – the identity and capabilities of the device
define the network. Although enterprises often treat the device as an afterthought, in
reality it’s the device and what it’s capable of that defines the network. A services-based,
mobile network is dramatically more efficient and trustworthy. Case in point: Compared
to the costs of most enterprise networks, the cost for Apple to manage iPads is very low,

Device

as is the cost for cellular networks that deploy millions of devices and change dynamically
every day. Achieving the economics of a modern network demands disruptive technology:
Device ID first, User ID second and an access model at the service level – not at the
network level. This sequence assures that only devices with the right capabilities and the
right user are receiving a specific service.

The User Experience Bind Users to Devices; Devices to Services
Service

The consumerization of information technology is all about the user experience. Users
need a network where, once their device is registered, all of their services are automatic –
no more hoops to jump through, no more user-names and passwords to botch or forget.
It is no longer acceptable to require a user to log into a virtual private network to check
their mail. Blackberry broke that model years ago. Blackberry is a true mobile service
– always there for you, always secure, but the user has none of the keys that could
propagate the service to other devices. While email is expected to be available outside
of the firewall, other enterprise services can be walled in, costly and complex, while
often actually less secure than a set-top box. As we move to web-based services, each
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service has (or should have) a different password, which should be full of unmemorizable
characters, that are changed frequently. This model is not easy for users, who are failing
to secure their access to services, and is obviously broken. It is still too easy to click on the
wrong thing and have a Trojan steal all of your passwords without you ever knowing it.
Users should have a tool to keep track of all the services they belong to, and a device that
can connect to them without user interaction. Consider the Blackberry – it has delivered
a consistent expectation of always-on service as one of the key principles of the modern
network. The user needs this process to always work and always be automated, regardless
of what type of device they are using. The reference model is “voice” on cellphones. Users
get off the plane and connect to a new network, and their phones just work, regardless of
geographic location. They can make calls right away. This is what it means for service to be
delivered all the time, and the device to be always on. Just as with a cell phone, if a user
picks up his desktop PC and takes it to another building due to a flood, it should continue to
work. (In most cases today it won’t, without new cabling and software patches.)
The model to copy is the set-top box. All the channels are open but pay-per-view requires an
automated personal identification number, a PIN for each purchase. The users are trusted
to prevent anyone else from connecting to the device because they locked the doors of the
house; as a result the box does not generally require an access code to turn it on.
Identifying the user is still critical. User-to-device binding makes the whole system work.
In the device-centric network, the device has means to assure the correct user is the only
one who can use it, or in a shared system, that each user controls isolated portions of the
machine. Device encryption forces a strong binding of the correct user to a machine: if
the device is lost or stolen, access to all data is prevented. When a user is logged into a
device, access credentials must be properly isolated as well. Trusted Computing does this.
Personal keys, corporate keys and service keys must all be isolated so access can only be
controlled by authorized systems.
Finally, all of this has to be transparent for the user. The users log into their devices with
automated PINs or biometrics and their devices provide access to all of the services that
each user is authorized for. Secure networking and content protection should function
seamlessly and simply in the background.
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Device Identity –
The Network of Known Devices, Not Physical Connections

Device identity
enables a new
control model
on the network,
based on endpoint
devices, not
connection to a
network.

At the heart of this new network architecture is the identity of the device. Making device
identity the core of the network is happening all around us, yet is not fully appreciated
within an enterprise IT environment. Most architects think “mobile” is different from
enterprise; this is the first indication that they do not see the picture clearly. Device
identity enables a new control model on the network, based on endpoint devices, not
connection to a network.
The first step is to register the device. This registration provides the foundation for
specific, granular controls. A device can be denied service, granted additional services, be
bound to one or many users and interrogated for capabilities. Capabilities are critical in
the modern network where all devices will not be created equal: a user’s phone might not
be able to protect HIPAA (health system) data and his tablet might be able to, so don’t let
the user download HIPAA data to the phone, only to the tablet.
A ‘network’ is no longer a physical communications medium, but rather a network of
devices that know enough about one another to engage in transactions together. A device
can belong to multiple identity networks. Applications provide isolation between these
identity networks, so that participation in each such network is private with respect to
other networks. Isolation at the application level will provide an easier-to-manage long
term model than will virtualization of the OS or browser plugins in the cloud.
Device identity and attributes are the foundation for asserting device capabilities. Both
identity and these other device attributes can be asserted with varying degrees of
assurance, ranging from very low assurance, as is provided by most security technologies
today, to almost mathematically certain assurance, as is demonstrable for self-encrypting
drives or device identity.
The Trusted Platform Module (TPM) provides the foundation for a tamper-resistant identity
in over 600 million devices. Tamper resistance in this case means breaking into the device,
which entails reverse engineering of the Trusted Platform Module and its keys in every
endpoint device. The Trusted Platform Module (TPM) also provides standard methods to
prove that the capabilities of the machine are measured and can be assured to be isolated
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in a specific device. Communication and availability of device capabilities are critical to
supporting a mixed environment of devices with the appropriate service. This can all be
done transparently to the user.
Supply chain integrity goes hand-in-hand with device identity and capability assertions. As
devices become more complex it becomes critical that all device element suppliers provide
digital signatures for their components. Every element of each device can then be traced back
to its origin and every device can be verified to be in a known state. This will take years to
achieve, so it’s critical to start with a strong standard and build the procurement requirements
to assure every critical component in every device is measured and reported on.
Trusted computing represents the 3+ billion dollar down payment by industry to adopt
this common model. Industry now needs to continue to invest and leverage the down
payment to achieve a measured supply chain for cyber devices. Trusted computing secures
PCs today – but will secure everything tomorrow.
Device identity is one of the best investments any enterprise can make. The TPM standard
is easy to buy as it is built into the computing platform. The critical factor is beginning to
use the technology and take advantage of the infosecurity industry’s investment in open
standards for device identity – the potential for return on this investment has been clearly
demonstrated by the global growth of cellular, cable, satellite and Apple – all of whom
have chosen device identity as their security foundation and have a model with lower costs
to manage a device.
Yet enterprise information technology has been stuck investing in costly multi-layered
user credentials, with minimal returns so far – either in cost control or reliable security.
Identifying the modern network will no longer be which username/password pair is used,
but the identity of the device (and sometimes the user). This tested approach has been
proven to save money by the experience of Voice-over-IP phones, a device identity-based
network.
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Control –
By the Owner of the Device, not a Vendor;
Permissions by Assertions
The shifting of network control to carriers and the major mobile players such as Apple is
causing stress and friction in the enterprise today. While it is great for these major players
to be service providers, they should not be in control of the enterprise users’ devices (or a
consumer’s devices, for that matter).
Today there is only a single point of control for each device. In time, multiple control
entities for each device may be possible – for example, “give me the HIPAA data; my
device has a self-encrypting drive; just ask my employer.” In other words, BYOD should
be thought of as one company’s machine being joined to another company’s domain of
control, where the second domain of control uses assurances from the first domain to
make decisions. Much of the current thinking on virtualization and isolation does not
adequately address assured capabilities and thus exposes enterprises to massive security
failures. Proof of this can be found in the cable industry in the ’80s and cellular industry in
the ’90s. In both cases, lack of measurable, assured hardware-based security resulted in
the systems being easily hacked.
Control of devices needs to be in the hands of enterprises (and consumers), not in the
hands of service providers, like AT&T and Apple. Only enterprises have both the need
and the ability to assure a level of attention to detail and a control model appropriate for
their own business. “Managing” a device, without controlling it, as the Mobile Device
Management (MDM) vendors advocate, is awkward, complex, expensive, and prone
to failure. For example, when Apple updated to iOS 6.1, it effectively disabled all MDM
security, as the lock screen was easy to bypass. No enterprise was able to test this prior
to the release of iOS 6.1. Moreover, it is not possible to prevent iOS from upgrading the
device again because Apple is in control – not the enterprise.
The Trusted Computing Group provides capabilities that are positive for enterprise control.
The primary objective is clear: control by the owner of the platform and strong isolation of
the keys that are provided. This method assures that a user cannot steal the corporate keys
and the corporation can’t use the user’s credentials. The assertion of device capabilities
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can be made to any service provider and validation can be verified through the device or
the network. This approach supports Microsoft’s claims-based model, where the user
presents an identity to an application as a set of claims, such as a cryptographically assured
and automated external identity system.

User Binding –
Known Users on Known Devices through Hardware
While the modern network will be based on device ID, the user is still the ultimate
consumer of the services via the device. What user binding does is enable the device
to be sure who its user is. Based on this user binding, the device can take it from there
deep into cyberspace, without having to bother the user with demands for the same
information again and again, at each place they visit together. User Binding assures that
only known users are on known devices.
If the binding is done entirely in software, even biometric identification will not be very
secure. A trustworthy binding between users and devices depends on the security of the
data about the users and their connections, so it depends on securely embedding the
data in the device hardware: the authentication data for the user is held and matched
in hardware on the device itself. There are two ways to do this, based on the Trusted
Computing Group specifications and the hardware provided by vendors that conform to
the specification. One is the TCG’s Opal specification for self-encrypting drives (SEDs), and
the other is the Trusted Platform Module (TPM).
The most commonly understood value of strong data encryption, especially the hardware
encryption found in self-encrypting drives (SEDs), is that it makes the device safe to lose.
But equally important, SEDs provide a highly effective way to bind users to their devices.
The TCG’s Opal specification is primarily a user-to-device binding specification for SEDs.
The specification covers multiple users, recovery, suspension of service, and unlocking for
shared services without user presence.
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TPMs support user authentication by binding users to specific keys. Using such a key, the
device can then log into services without involving the user again. Required for certain
transactions with higher-level security will be a real-time authentication that releases the
use of the secret key for that service. Such authentication could also be used for timed
sessions where a time-out requires re-entering the PIN.
The silent use of dual, independent user device binding systems can dramatically increase
the level of assurance for a specific transaction: “This is a known user verified by the SED
on a known device verified by a TPM key, who has just entered a second PIN (or fingerprint
or smartcard-read or voice recognition,) to an independent key in the TPM.” The degree
of assurance of this binding can be provided as a metric, and matched appropriately to
the kind of transaction for which the binding is used. Such multiple levels of assurance
is notably lacking in most mobile devices today. For example, iPads only support a single
user and offer recovery methods that have been broken in the near past.

Services –
Each using its own Independent Identity Network
The purpose of a network is the delivery of services when and where you need them, on
the device you are using. It is not possible to deliver a service to an unknown device with
any assurance that the service cannot be tampered with or reproduced on the device.
All sensitive services require a strong identification of the user bound to the device, and
so a strong identification of the device itself. Only known devices should be attached
to sensitive networks and services. The service can then be assured that the user is
authorized to receive the service’s data and that the device has the capabilities to protect
the data.
The identity-based network can deliver further attributes to create yet higher levels of
assurance, such as a certification that the device is physically inspected once a week, or
that the device is currently connected to an internal network. The connection data could
be reported, for example, by a network switch or could be a claim from the network switch
asserted by the device.
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An app environment provides independent identity-based networks and sandboxing.
This apps model enables strong isolation and can support multiple independent identity
networks, each associated with a different service. The challenge is to create isolation
within the device. While Virtual Machines (VMs) are intended to do this, isolation is
not assured unless the VMs themselves can be isolated. The solution lies with Trusted
Execution of code running in an isolation kernel.

Content Control –
Content Identity Tied to Services, Devices, and Users
The purpose of services is to provide, to the right users, the ability to access and change
content. The needs of the modern enterprise will be completely supported by matching
network capabilities when content identity is added to device, user, and service identity.
Content identity enables the delivery of dynamic content, at your fingertips, when you
need it, where you need it; and on any of your devices, with the owner of the content still
able to control its use.
With devices at the core, the service that controls access to content can control the
presentation and reuse of content on the device that is rendering it. This requires
knowledge of the device and its capabilities, knowledge of the users, and the ability to
track the content, and the application of that knowledge to determine and apply allowed
usage policies.
Content identity comes in many gradations from simple classification and encryption to
full-on Digital Rights Management and reporting. In general, the network of today uses
old fashioned connections -based security. “I have a key and you have a key and so we can
talk.” When each piece of content has a unique identity and classifications, however, the
service will automatically deliver content only to known users on appropriate devices.
The requirement that the rendering of the content must happen on the device itself is
challenging. Therefore, the decryption engine and rendering policy execution for the
content must also be in the device if content is to remain secure. It is not possible to
securely deliver sensitive content to an unknown device. The unknown device might
always be able to make the perfect digital copy in real-time.

Page 10

Modernize the Network: Device Identity Networks Meet Enterprise Needs

Challenging is the requirement that the rendering of the content must happen on the
device itself. Therefore the decryption engine and rendering policy execution for the
content must also be in the device if content is to remain secure. It is not possible to
securely deliver sensitive content to an unknown device. The unknown device might
always be able to make the perfect digital copy in real-time.
Every user is both publisher and consumer. The modern enterprise-controlled, devicebased network can assure the integrity and non-repudiation (provable authenticity) of
content as it is created on a device and assure it is not tampered with once it leaves the
originating device. This step is critical not only for user-generated content but also sensor
data and machine-generated audit data. As the device design continues to mature, and
procurement understands how to buy modern devices, this assurance will become very
strong. As the quality of data increases, the effort expended on inspection and monitoring
can be reduced.

Economics –
Lower Costs through a Consistent Network Endpoint Model
Device-centric networks are easier to use and more secure, and they enable mobility. But for
the network owner, the most powerful reason to adopt a modern network is to save a great
deal of money. Simple, elegant solutions are much less expensive, while working better.
The modern network is based on global systems with billions of devices deployed. Over
the last 20 years the economics of these networks has been very well researched. Existing
networks, like TSA at the airport, require every person to be scanned every time, as
though they have never been scanned before. However, when pilots enter the line, based
on their identification, they get priority service and a reduced scanning level. Now, TSA
has introduced PRE for Frequent Flyers. After registration the traveler is subjected to a
reduced security protocol. The traveler saves time and money, and the TSA can pass more
travelers per unit of time due to reduced transaction time (saving money and increasing
capacity). It’s a win, win.
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A regime of known devices means enhanced service at lower costs. Avoided is not only the
need to lock down devices when they are attached to a physical network but also the need
to install and update heavy client software, just to control the services provided. “Known
devices” mean easier identification of attackers. No need for the enterprise to support
different client management software for different device operating systems. No need to
treat mobile and enterprise devices as different categories. The network can be configured
dynamically and include endpoints whether they are around the world or five cubicles
down the hall.

Standards –
Leverage and Protect the Already-Massive Deployment
The standards to enable the modern device-centric network are well established and
broadly available. Trusted computing now has over three billion dollars invested in the
technology and deployment of the device centric network. Leveraging this investment
provides the instant returns that most enterprises seek.
Unfortunately most enterprises still have a user-credentials-based model for their PCs
rather than a device-based model. Now they are attempting to find some way of including
mobile devices in this awkward regime, where they will never fit.
This approach should be turned upside down. Rather than adding mobile devices to
the obsolete current system, add the 600 million PCs with TPMs to the modern mobile
network. The modern network treats the TPM as the SIM module and renders the
enterprise network the carrier or service network, like iTunes. Standards ensure that
control is put into the owner’s hands and not taken over by a single vendor, whether he
vendor be Microsoft, Apple, Google, or Verizon. To prevent standards from being bent to
benefit a single company entails constant diligence.
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Conclusion –
Make Enterprise Networks ‘Mobile’, not Vice-Versa
The modern, device-identity based enterprise network architecture provides a clear path
for the convergence of the enterprise network and the mobile network. It can both deliver
a great user experience and assure the controls every institution requires, while enabling a
modern model of service, anytime, anywhere, on any registered device. It supports the new
reality of many devices that will have differing capabilities that change frequently. It provides
operational cost savings while enhancing both service performance and vital security
needs. It lays the foundation for a content-sharing future where all users and devices can
produce assured data. Finally, it leverages already-deployed industry standards to reduce the
capital cost of switching implementations. Experience with this new model is limited in the
enterprise computing world, but very well understood by the global service companies.
Erase the white board, step back and start with the device — the modern network
architecture will come to light. Every device is mobile.
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